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Re-identification 

•  Definition 
–  In a database a set of attributes can be considered as quasi 

identifiers. The database achieves k-anonymity if for all records 
there are at least (k-1) other rows with the same quasi identifier. 

•  Methods: supression or generalization 

Name Birth date City 

John 1980-01-31 New York 

Emily 1976-06-25 Flint 

Bob 1985-09-05 New York 

Dave 1973-02-07 South Bend 

... 

Employee database 

Birth date City Diagnosis 

1985-09-05 New York Stroke 

1973-02-07 South Bend - 

1980-01-31 New York Flu 

1976-06-25 Flint AIDS 

... 

Healthcare database 

Explicit ID Quasi ID 

Sensitive 
attribute 
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Name Birth date City 

John 1980-01-31 New York 

Emily 1976-06-25 Flint 

Bob 1985-09-05 New York 

Dave 1973-02-07 South Bend 

... 

Employee database 
Birth date City Diagnosis 

198* New York Stroke 

197* [small city] - 

198* New York Flu 

197* [small city] AIDS 

... 

Healthcare database 

Name Birth date City 

John 1980-01-31 New York 

Emily 1976-06-25 Flint 

Bob 1985-09-05 New York 

Dave 1973-02-07 South Bend 

... 

Employee database 
Birth date City Diagnosis 

198* New York Stroke 

197* South Bend - 

198* New York Flu 

197* Flint AIDS 

... 

Healthcare database 
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Re-identification & k-anonymity (2) 

? 

Better: P(‘John has flu’)=1 à P(‘John has flu’)= ½ 

Even better: probs are now ½ for all! (2-anonymity) 
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Anonymized data release 
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The (in)famous Netflix case 

M1 M1 MK 

U2 

U3 

UL 

480k users 

17k movies 

100m ratings! 
(1-5 stars+date) 

Netflix on privacy risks: 
1. all customer identifying information has 
been removed; all that remains are ratings 
and dates 
2. 10% of all data 
3. which was furthermore perturbed 
 
It might be difficult to find even yourself, 
so no worries, right? 

“One of the subscribers had 1 of 306 
ratings altered, and the other had 5 of 
229 altered.” 



•  Background 
knowledge? 
–  A casual (workplace) 

conversation 
–  Public ratings (IMDb) 
–  … 

•  How to find users by 
these inaccurate 
sources? 
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The (in)famous Netflix case (2) 

M1 M1 MK 

U2 

U3 

UL 

Anonymized data release 



•  Attack scheme 
–  Obtain a couple (2-8) 

of ratings 
–  Measure similarity 

against ratings in the 
dataset 
•  Focuing on rarer 

ratings! 
–  Is there a best 

candidate? 
•  Check if it is 

meaningful! 
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The (in)famous Netflix case (3) 

M1 M1 MK 

U2 

U3 

UL 

Anonymized data release 

A teaser from the results 
 
•  Exact ratings, dates with ±3/14 

days, 5 ratings: de-anonymization 
with 80% 

•  Same setting, 7 ratings: above 
90% 

•  Ratings ±1 stars, dates ±14 days 
•  4 ratings: 60% success 
•  8 ratings: 95% success 
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The (in)famous Netflix case (4) 

Source: https://33bits.org 



Problems summarized 

•  Little information is 
enoughfor identification 
–  7 billion à 33 bits of 

information 
•  Low similarity of items 
–  Large dimensionality of 

data 
–  Heavy tail distribution of 

used attributes 
–  Easy feature selection! 

•  Std anonymization fails & 
provability is hard 

9 
http://www.cs.cornell.edu/~shmat/shmat_oak08netflix.pdf 
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DE-ANONYMIZING SOCIAL 
NETWORKS 
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Re-identification using the structure (2) 

Anonimized graph, Gtar 
(anonimized export, e.g., Twitter) 

Auxiliary information, Gsrc 
(a public crawl, e.g., Flickr) 

Global match 

Relative match (local reid.) 

1.  Init = seeding (global) 
2.  Iterate = propagation (local) 
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Nar09  attack: propagation phase (3) 
Anonimized graph, Gtar Auxiliary information, Gsrc 

v1 v4 v5 v6 v7 v8 
1.4 1 1 0.7 1.1 1 

Nodes, who are in the same neighborhood: 

ji

ji
ji

VV

VV
vv

⋅
=

∩
),(CosSim

é Is it good enough? 
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Nar09  attack: propagation phase (4) 
Anonimized graph, Gtar Auxiliary information, Gsrc 

v1 v4 v5 v6 v7 v8 
1.4 1 1 0.7 1.1 1 

Nodes, who are in the same neighborhood: 

é Is it good enough? 
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Eccentricity(S) = 1.4−1.1
0.22

=1.36 >1.0 =Θ



•  Large social networks 
–  Background 

knowledge: 
Flickr 
(3,3m ns, 53m es) 

–  Anonymous data: 
Twitter 
(224k ns, 8,5m es) 
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Narayanan & Shmatikov results (Nar09) 

58% 
12% 

30% 

% of nodes 

N/A 
False 
Correct 

Ground truth of 27k nodes 
(verified by name/user/loc.) 



•  Linking identities in 
different datasets 
–  Email vs. Phone 
–  Social networks 
–  … 

•  De-anonymizing 
anonymously 
published datasets 
with public data 
–  e.g., other social 

networks 
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Implications  



Implications (2) 

M
A

C
 a

dd
re

ss
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•  Θ controls yield & error •  More-or-less deterministic 
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Nar09  attack: properties 



Nar09  attack: properties (2) 

•  Slow convergence + biased towards high degree 
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Nar09  attack: properties (3) 

•  Phase transition & total yield: depends on network 
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State-of-the-art attack: properties (4) 

•  Phase transition: also depends on seeding type 
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Top degree nodes High betweenness 
+ degree 

Top 25% degree 

Top 10% degree 

Low clustering coeff. 



BUMBLEBEE 

Joint work with Benedek Simon, Sándor Imre 
[https://gulyas.info/files/publications/GulyasG_WPES16.pdf] 
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Motivation for Bumblebee 

NarSim vi,vj( ) = #mutual_nbrs
deg vj( )

BlbSim vi,vj( ) = #mutual_nbrs ⋅ min
deg vi( )
deg vj( )

,
deg vj( )
deg vi( )

⎛
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Parameters of the attack – δ  

BlbSim vi,vj( ) = #mutual_nbrs ⋅ min
deg vi( )
deg vj( )

,
deg vj( )
deg vi( )
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Parameters of the attack (2) – Θ  

Θ∈[0, 4]  

Θ∈[0, 9]  
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Seeding sensitvity 



17-01-11 © Gábor György Gulyás 26 

Robustness to noise 
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Comparison with other attacks 
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Comparison with other attacks (2) 
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Comparison with other attacks (3) 

F1= 2 ⋅ Precision ⋅Recall
Precision+Recall

F1
-s

co
re

s 

Enron (36k) Facebook (63k) 
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Demo time: try them in your browser 

https://gulyas.info/snda?tldr 



FINGERPRINTING ATTACKS 

Joint work with Gergely Ács, Claude Castelluccia 
[https://gulyas.info/files/publications/GulyasG_PETS16.pdf] 
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Image: The Photographer / CC-BY-SA-3.0 
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Limiting attribute access for protecting privacy? 

Profile id: #2adc272d9 
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Fingerprinting: privacy in iOS9 

Original image: Michael Lee (flickr) 

iOS 9 Tor Browser Location dataset 
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New scheme on iOS 9.0 

•  Trade-off situation: 
–  make apps unable to detect the presence of applications at large 

scales (e.g., for profiling) 
–  but allow legitimate uses (e.g., inter-application collaboration) 

•  canOpenURL() limitations (on e.g., “fb://” or “twitter://”) 
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Run on iOS 8 Run on iOS 9 
Linked to iOS 8 no limits Max 50 calls (*) 

Linked to iOS 9 no limits 
Predefined call 

schemes 
(unlimited) 

Market share 
(**) 11% 84% 

(*) Can be reset with program upgrades and re-installs 
(**) As of May 9, 2016, measured by the App Store 
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Identification may be still possible 

•  Behavioral identification by 
applications 
(vs. random identifiers) 
–  Works after re-installs 
–  Same results for multiple 

apps 
–  Not just for in-app tracking 

 
è Tracking 
è Re-identification! 



•  Android apps: Carat 
project 
–  11/03/2013 & 

15/10/2013 
–  (without system apps) 
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Analysis – data? 
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Attack schemes on identification 
Targeted fingerprinting 

(de-anonymization) 

A1 A2 A3 A4 

U1 1 0 1 1 
U2 1 1 1 1 
U3 0 1 0 1 
U4 1 0 1 0 
U5 1 1 1 0 
U6 1 1 0 0 

#1 4 4 3 2 

#2 2 1 1 - 

#3 1 - 0 - 

Fingerprint: A4, A2, A3 

A4! 

A2! 

A3! 

Background knowledge: 

against apps linked to iOS 8 
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Targeted fingerprinting 

(note: limit of 50 applies) 
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Targeted fingerprinting (2) 

Fingerprint length: 50 Fingerprint length: 2 
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Attack schemes on identification (2) 

General fingerprinting 
(linking attacks) 

A1 A2 A3 A4 

U1 1 0 1 1 
U2 1 1 1 1 
U3 0 1 0 1 
U4 1 0 1 0 
U5 1 1 1 0 
U6 1 1 0 0 

Background knowledge: 

against apps linked to iOS 9 
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Attack schemes on identification (4) 

U1: 1 0 1 1 
U2: 1 1 1 1 U3: 0 1 0 1 

U1: 1 0 1 1 
U2: 1 1 1 1 U4: 1 0 1 0 

U3: 0 1 0 1 
U6: 1 1 0 0 
U5: 1 1 1 0 

U1: 1 0 1 1 
U2: 1 1 1 1 
U3: 0 1 0 1 

A4 

A2 

A3 

U4: 1 0 1 0 
U6: 1 1 0 0 U5: 1 1 1 0 

U6: 1 1 0 0 
U5: 1 1 1 0 

U4: 1 0 1 0 

U2: 1 1 1 1 U6: 1 1 0 0 U5: 1 1 1 0 U3: 0 1 0 1 

A4=1 A4=0 

A2=1 A2=0 A2=1 A2=0 

A3=1 A3=0 A3=1 A3=0 
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General fingerprinting 

Fingerprint length: 10 Fingerprint length: 20 Fingerprint length: 50 
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Fingerprinting: the Tor Browser 

Original image: Michael Lee (flickr) 

iOS 9 Tor Browser Location dataset 



The business model of the web 

ID=967 
User 

Advertiser 

45 17-01-11 © Gábor György Gulyás 

ID=967 

cnn.com 

Apples 
on sale! 



•  Cross-browser fingp. 
–  Device fingerprint 
–  No plugins, just JS 
–  Concept appears later 

in the wild 
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Browser fingerprinting appears (2010-2012) 

http://panopticlick.eff.org 
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•  Browser fingerprint 
–  Flash/Java required 

(for 95% uniqueness) 
–  Browser dependent 

https://fingerprint.pet-portal.eu 
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Browser fingerprinting – a crucial ingredient 

Panopticlick paper (230k fingerprints): 



•  Firefox: binary 
protection system 

•  TOR Browser with 
custom limits on 
–  number of avail. fonts 
–  load attempts  

•  about:config
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TOR Browser: blocks font querying…  <v5.5 
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… when it works J 

TOR Browser regular browser 

 <v5.5 

è We found the issue: November 2015 
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Our attack on TOR’s scheme 

Tracking 
(general fingerprinting) 
Fingerprint: [f1, f2, …, f10] 

De-anonymization 
(targeted fingerprinting) 

U1 fingerprint: [f93 (+), f12 (-), f67 (+)] 
U2 fingerprint: [f11 (+), f12 (+)] 
… 
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Cleaned dataset from the cross-browser test 

43k user fingerprints in total 
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Targeted fingerprinting 

•  Fingerprint: 
–  shortest (greedy) list of most distinguishing fonts 
–  either a font installed, either another which is not 
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Targeted fingerprinting (2) 
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Targeted fingerprinting – 5 fonts max! (3) 
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General fingerprinting 
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Current stats of TOR: patched 

… 

è January 27, 2016 



Conclusion 

 
•  Limiting the number of queries is a risky idea 

–  As there are conceptual problems: 
even with low limits user privacy can be still at stake 

–  Should be applied with precaution; 
e.g., it is better where the number of expected users is high 
•  these attacks are not against the whole community (just against the sub-

community visiting a site or installing an app) 

•  See the paper for details and other results! 

•  Code: 
 
https://github.com/gaborgulyas/constrainted_fingerprinting 
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Demo time: how unique are you? 

https://extensions.inrialpes.fr 



Gábor György Gulyás 
Postdoc @ Privatics 
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Thank you for your attention! 

ANY QUESTIONS? 
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