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Outline (in keywords)
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Who?

What?
How...

Seriously?

... do they
track us?

... to defend?

Demo!



Positioning this talk
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Surveillance: 
tracking and 

collecting data

Processing and 
trading data

Using the data

Tracking: mapping 
interests, preferences

Collectiong data: logins,
e-mail addresses, …

Personalized content:
• Advertisements
• Dynamic pricing
• ...

Impersonation, 
identity theft

Phishing, whaling



Positioning this talk (2)
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Implicit data Explicit data

First party Services of information 
superpowers

Third party Tracking Public data 
sources

Who is collecting the data?



How serious is it?
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The industry is doing well:
$8.4 billion in Q1 2012!

Continuous increase in
§ the number of covered top sites,
§ the number of trackers per page
between 2006-2012.

Today, it is estimated that 20%+ of
online activities may be monitored!

Broad range of 
„infection”:
Alexa top 500 had 
7264 instances of 
524 trackers

Various other techniques 
are used beside cookies.

Cooperation of trackers: 
one may imply many!

First party trackers:
forced & social networks

Penetration of social 
widgets is above 35%



What do they collect?
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Visit information

Clickstream



Content, meaning, 

sentiment analysis

What do they collect? (2)
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RSS tracking
Copy-paste events

Keyboard logging



What do they collect? (3)
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Mouse heatmaps

http://goo.gl/4bUVO



Regular techniques
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IP based tracking
Ø Not precise → auxiliary information
Ø Provides geological information

(new research indicates <1km accuracy)

Cookie based tracking

Profile of ID: 967
• Buying apples
• Wild life of the 

savannah

ID: 967

ID: 967

Surfer
Advertiser



Regular techniques (2)
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New method
arrives

It is
discovered

Awareness
rises

A PET
is created

§ Rich internet applications
(Flash, Silverlight, Java, etc.)

§ HTML5 storages
§ Browser cache

§ Cache control, e.g., e-tags
§ Cached content
§ Operational cache,

e.g., HTTP 301 redirect cache
§ window.name property
§ Internet Explorer userData



Fingerprinting?
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Cameras, scannersCopy paper

Printers Unique identifiers added
while printing



The Panopticlick project (2010)
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94.2% of browsers can be fingerprinted!
Changes in fingerprint can be tracked!http://panopticlick.eff.org



Followed by many companies
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Claiming to identify 99% of online devices (billions!).
Including smart phones, set top boxes, etc.

But how?



Meanwhile...
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Networking information

IP address, port number

Application layer information

E.g. OS name, version,

language preference

Querying the browserE.g. local settings,installed fonts

Fingerprint

Problems of the 
Panopticlick project:
• Plugin dependency
• Browser dependency

Precise, if Flash or
Java enabled!



The system fingerprint test
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http://pet-portal.eu/fingerprint/

Same fingerprint in all browsers
Þ pure JavaScript

Privacy violation by simple fonts
Þ a verified entropy source

Cross-browser?
Þ still open question

Works well on Win and OS X:
Þ the set of installed apps is 
unique, and rarely changes
Þ apps install fonts with them



Do fonts indicate installed sw?
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Fonts

default fonts in every Windows versions

different Windows versions and Office packages

different Office packages

Windows 7 fonts

popular Adobe fonts (Reader, Flash)

Adobe designer softwares

other graphic designer fonts…



The cross-browser fingerprint test 2.0

Surviellance on the Web 19©  GULYÁS, Gábor György, 
Dept. of Telecommunications (BUTE) 

http://fingerprint.pet-portal.eu

New font feature set
Þhigher precision expected
(+ IP not included)

Explicit linking of fingerprints
Þ by an evercookie (if aceppted)

Early statistics:
§ 14 000+ fingerprints
§ Higher user ID entropy
§ Smaller UAS entropy
Work is in progress...

Many other small enhancements



Means of protection
§ What are we protecting ourselves from?
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Flash

JavaScript

Java



Means of protection (2)

§ AF – all fonts
§ UF – unified fonts
§ JS off – no JavaScript, 

no fonts at all
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Means of protection (2)
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Means of protection (2)
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Means of protection (2)

§ AF – all fonts
§ UF – unified fonts
§ JS off – no JavaScript, 
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Means of protection (3)
§ As a basis: no regular tracking techniques should work.

• e.g., JondoFox
§ Custom builds or using settings

• Bad user experience
• Requires serious time

investment, and
• Proposed fo experienced

users
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Each altered setting may provide
information for the fingerprint!



Solution of the Tor Browser
§ Limits the number of available fonts

• browser.display.max_font_count = 5
• browser.display.max_font_attempts = 10

§ Available only in the Tor Browser (yet)
§ Problem:

• During a session, multiple fonts can be tested
§ Our suggested extension to this solution

• Font caching, and
• Per-domain setting
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FireGloves
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Resolution?

1360x768

1280x800



FireGloves (2)
§ Proof-of-concept application

• Modifies the content on-the-fly
• https://addons.mozilla.org/en-US/firefox/addon/firegloves/

• 12 000+ downloads, cc. 1500 users currently
• Feedback on a weekly basis

§ BlueCava fails against is it:
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first load 2F3D-3810-9863-D286-7989-B4B4-01F2-65BD
reload #1 7E16-E44E-9101-258A-6596-9A2D-B50C-9FB5
reload #2 8D6F-4A0E-2FBF-2B85-5322-8673-D68A-478D



DEMO SECTION
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Cross-browser fingerprinting test 2.0
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Cross-browser fingerprinting test 2.0 (2)
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Cross-browser fingerprinting test 2.0 (3)
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FireGloves 1.2.3
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ß Privacy and 
cloaking settings

FireGloves 
dropdown menu à

ß 
Statistics 
on what is 
prevented
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?Questions?

THANK YOU FOR YOUR ATTENTION!
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