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-}, Outline (in keywords)

Seriously?

... do they
track us?

... to defend?
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-} Positioning this talk

Surveillance: e-mail addresses, ...
tracking and
collecting data

Collectiong data: logins, }

Tracking: mapping y _ —\
interests, preferences Personalized content:
tradi data * Advertisements
rading da » Dynamic pricing
® nan J

[ Impersonation,
identity theft Using the data

 Phishing, whaling
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-} Positioning this talk (2)

Who is collecting the data?

_ Implicit data | Explicit data

First part Services of information
party superpowers

R Tracking P‘;gtfciita

© GULYAS, Gabor

Surviellance on the Web



BME

/

},\ How serious is it?

g

) The industry is doing well:
$8.4 billion in Q1 2012!

First party trackers:
forced & social networks

Penetration of social
widgets is above 35%

Continuous increase in

= the number of covered top sites,
» the number of trackers per page
between 2006-2012.

Broad range of
Jinfection”:

Alexa top 500 had
7264 instances of
524 trackers

Various other techniques
are used beside cookies.

Cooperation of trackers:
one may imply many!

Today, it is estimated that 20%+ of
online activities may be monitored!

Surviellance on the Web
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32-3}\ What do they collect?

[B]B|C] News | Spon | Westher | Tavel | Fure W fado Mo | Semd

Spotlight oS

Visit information

§ Brazil Direct

o
"

.
. D . i " Will Brazil be rea
residont  Doaling with Rio's sewage problem
. > Qp apan introducss Most Popular in News
' ‘ Shared Read Watched/Listened
isters | One.minute World News 1

a® i “Q
"o - e " .o Clickstream -
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:}. What do they collect? (2)

0 Copy-paste events v\
<@ . ; RSS tracking
‘@ 538 Copy . - a®
~ ® A paste @ i - ) ,
. @ aD
Keyboard logging L J -
‘9 %
Content, meaning, .
1® @P “ av - @e ao @» o o
avp ar ar e
@ar
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§k What do they collect? (3)

/A N—/0\
http://goo.gl/4buUVO
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5}\ Regular techniques

KIP based tracking n

» Not precise — auxiliary information
» Provides geological information
S (new research indicates <1km accuracy)J

[Cookie based tracking }

Advertiser
Surfer

Profile of I~ 967

» Buying apples

* Wild life of the
savannah
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Regular techniques (2)

Rich internet applications
(Flash, Silverlight, Java, etc.)
= HTMLS storages
= Browser cache
= Cache control, e.qg., e-tags
= Cached content
= QOperational cache,
e.g., HTTP 301 redirect cache
* window.name property
» [nternet Explorer userData

Surviellance on the Web



" b 3 B .
ISAccY Spot Magn Det WD Exp
BR100kV30 264x SE 1261

s N

i Cameras, scanners
Copy paper

500 pm
| VOR—

Print Unique identifiers added
rinters while printing

© GULYAS, Gabor Gyérgy,
t. of Telecommunications

Surviellance on the Web




:}. The Panopticlick project (2010)

E

Aresearch project of the Electronic Frontier Foundation

Panepticlick

http://panopticlick.eff.orq

Surviellance on the Web

How Unique and Trackable — Is Your Browser?

Is your browser configuration rare or unique? If so, web sites
may be able to track you, even if you limit or disable
cookKies.

Panopticlick tests your browser to see how unique it is
based on the information it will share with sites it visits.
Click below and you will be given a uniqueness score, letting
you see how easily identifiable you might be as you surf the
web.

Only anonymous data will be collected by this site.

A paper reporting the statistical results of this experiment is
now available: How Unique Is

izl 94.2% of browsers can be fingerprinted!
Symposium (PETS 2010), Sprin

Computer Science. Changes in fingerprint can be tracked!
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-}, Followed by many companies

ThvectMefix
415"2.,

Wolf Software

Part of The Wolf Consortium
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:}. Meanwhile...

(Problems of the )
Panopticlick project:

* Plugin dependency

» Browser dependency

\_ J
S

Precise, if Flash or
kJava enabled!

Surviellance on the Web



2}, The system fingerprint test

international

) —

portal and blog

BLOG
GALLERIES
ARTICLES

PRESS
COVERAGE

LINKS

FINGERPRINT
STEGOWEB
CONTACT

twitter

Iran blodks Tor, and Tor
releases a workaround on
the ssme day. hitp/it.co
13wPBJufp

16 days ago

Identifying Speakers in
Enarypted Voice
Communication hitp:iit.co
ImBYoxs8R

28 days ago

Online Tracking Practices
Face Increasing Scrutiny
http://t.co/OqEPseq

34 days ago

http:/itwitter.com
Ipet_portal_intl

System fingerprint: a passive, cross-browser user
tracking that works even in private mode

Web browsing software needs to share system information with the visited web services. However,
shared information can characterize the user's system, and therefore allow individual identification,
even in private browsing mode or after deleting HTTP and Flash cookies. In our tests, even a
Firefox-based anonymous web browser could be tracked with the same identifier that was assigned to
other browsers of the same system.

If you would like to test this tracking feature of your browser, just click on the link below! (Please note
that the test is in an experimental phase and you may get different IDs in some rare cases.) After the
analysis, the test computes an identifier for your system, which we call the system fingerprint. If you
like, you can compare these IDs in different browsers, and even in private browsing mode.

Please read our principles on the management of collected data. If you do not agree, do not test your
system! Thank you.

Start the test: | want my fingerprint!

During the test we analyze and collect the following data:

= the IP address in an encrypted form
= name of the operating system

= screen resolution

= time zone setting

= detected font list of the system

= user agent string

= time of the test

= the system fingerprint

We treat the collected data confidentially, and we do not share it with any third parties. The sole
objective of the data collection is to test the uniqueness of the generated identifiers, and to determine
whether this user tracking method is viable or not. After finishing our tests we are going to delete all
collected data.

Thank you for your support! If you are interested in the results, please check back later.

(Our idea was inspired by the Panopticlick project. However, instead of browser fingerprints we
intend to test the viability of system fingerprints without using any plugins of the browser.)

®© International PET Portal, 2010 | Imprint | Terms of Use | Privacy Policy

http://pet-portal.eu/fingerprint/

Surviellance on the Web

Same fingerprint in all browsers
= pure JavaScript

Privacy violation by simple fonts
= a verified entropy source

Works well on Win and OS X:
= the set of installed apps is
unique, and rarely changes
= apps install fonts with them

Cross-browser?
= still open question
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:}. Do fonts indicate installed sw?

600

default fonts in every Windows versions

oo

«D{ferent Windows versions and Office packages

C

~
@)
®)

\ different Office packages

N

Frequency
W
@)
@)

-L\LVindows 7 fonts
200 popular Adobe fonts (Reader, Flash)
Adobe designer softwares
100

other graphic designer fonts...

R
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= 1,\ The cross-browser fingerprint test 2.0

Egy részleges ,ujjlenyomat” is

ngészofiliggetlen & clegends...

New font feature set ujjlenyomat teszt 2.0
=>higher precision expected

Ismerje meg ujjlenyomatat!

(+ I P not I n CI u d ed) Kattintson az alabbi gombra, hogy megismerje ujjlenyomatat!

Prébalja ki a tesztet kiilonb6z6 bongészékben, és nézze meg, hogy ugyanazt az ujjlenyomatot kapja-e!

Ujjlenyomat teszt inditasa!

* Amennyiben a teszt inditdsa utén az allapotjelzd csik percekig megall egy helyben (nem fut le a teszt), kérjuk, kaldjon

EXpI ICIt I I n kl ng Of fl ngerprl ntS . :EE%%E%EE%EEQ@%omam a teszt kézben bedllitott evercookie bejegyzéseket, az alabbi gombra kattintva megteheti.
= by an evercookie (if aceppted)

Evercookie eltavolitasa

Mi az az ujjlenyomat, és miért van erre a kisérletre sziikség?

A web bongészése sordn a legtobb honlap érdeke, hogy a latogatdi viselkedését megfigyelje, elemezze, hogy ezéltal jobb
uzleti eredményt érhessen el. B&vebben »

Hogyan jarulhatok hozza a kisérlet sikeréhez?

Ma ny Other Smal I en ha n Ce ments A legegyszeriibben a kisérlet elvégzésével, ami az ujjlenyomat tobb béngészében valo elkészitését jelenti; ekkor ugyanis

nekink is lehetéségunk nyilik az ujjlenyomatok elemzésére, 6sszehasonlitdsara. Eppen ezért tényleg nagyon fontos, hogy
minden latogatonk tobb bongészében is ellendrizze a kapott ujjlenyomatat! Bévebben »

Hogyan védekezhetek?

Kozvetlendl ezt a fajta tdmadasi lehetéséget jelenleg sajnos nincs lehetdség kiiktatni. Azonban tébb olyan lehetség is van,
amelynek segitségével a nyomkovetés megnehezithet6. Bévebben »

E a rI Stat| St| CS: Halado6 felhasznaloknak
y " Ha On haladé felhasznalénak tekinti magat, sokat segithet munkankban, hogyha specidlis bedllitasok mellett is elvégzi (a
+ . . megadhaté felhasznalénévvel egyutt) a tesztet. Bdvebben »
= 14 000+ fingerprints
Tarolt adatok és adatvédelem
| H Ig her user I D entro py Tesztunkhoz kapcsoléddan a kovetkezd jellemzéket vizsgaljuk meg és taroljuk el:
e az IP cim titkositott formaban,

= Smaller UAS entropy
Work is in progress...

http://[fingerprint.pet-portal.eu
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5}\ Means of protection

= What are we protecting ourselves from?

Variable Entropy (b _

user_agent 100 / | [eckascupt
|plugins 154

fonts 13.9-

video 483\ Flash

supercookies 2.12 \

http_accept 6.09 G

timezone 3.04

cookies_enabled 0.353

Table 2. Mean surprisal for each variable in isolation
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= }\ Means of protection (2)

= AF — all fonts
100 = UF — unified fonts

= JS off — no JavaScript,
no fonts at all

—UAS + AF

Size of Anonymity Sets
o

e

1 10 100 1000
Anonymity Sets

© GULYAS, Gabor Gyérgy,

Eiliiclianceonthediich Dept. of Telecommunications




= }\ Means of protection (2)

= AF — all fonts
100 » UF — unified fonts
_unsane ™ JS off —no JavaScript,
p no fonts at all
3
E
s 101~ UAS + UF
<
.‘;;"
1 10 100 1000

Anonymity Sets
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= }\ Means of protection (2)

= AF — all fonts
100 = UF — unified fonts

—uss+aF - m S off — no JavaScript,

no fonts at all
----- UAS + JS off

UAS + UF

Size of Anonymity Sets
o

1 10 100 1000
Anonymity Sets
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= }\ Means of protection (2)

1000 -

EN
o
o

———
N

........

S~
1 s ‘e
~ .
~

Size of Anonymity Sets
o

—UAS + AF

----- UAS + JS off

......... UAS + UF

——Ideal UAS +
AF

----- Ideal UAS + JS
off

......... Ideal UAS +
UF

e
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10

100 1000

Anonymity Sets

= AF — all fonts
= UF — unified fonts

= JS off — no JavaScript,
no fonts at all
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= }\ Means of protection (3)

* As a basis: no regular tracking techniques should work.
* e.g., JondoFox
= Custom builds or using settings

« Bad user experience

* Requires serious time
investment, and |
Proportional: | Serif

* Proposed fo experienced Serif: [Arial
u S e rS Sans-serif: [ Arial

Monospace: [ Courier New

Fonts for: [ Western

Minimum font size:

EaCh a I te red Setti n g may p rOVi d e Allow pages to choose their own fonts, instead of my selections above z{t‘}
information for the fingerprint! e

Default Character Encoding: [ v ]

| ok || Cancel || Hep |
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5}\ Solution of the Tor Browser

» Limits the number of available fonts
* browser.display.max_font count=5
« browser.display.max_font attempts = 10
= Available only in the Tor Browser (yet)
= Problem:
« During a session, multiple fonts can be tested
» Our suggested extension to this solution
* Font caching, and
« Per-domain setting
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§k FireGloves

=:|=

Udvézoljilk a Nemzetkdzi PET Portal és Blogon!

APET jelentése Privatszférat Erdsitd Technoldgiak. Ez a nemzetkozi forum ~ a korabbi magyar
nyelvi, tobb éves miltra visszatekintd PET Portal és Blog szakmai hagyoményait kovetve és

intemational e = o 0 e gy 2 Tyl e ) o (R W

Ez a forum nemcsak szakembereknek szdl, hanem széles Iatogatikozanségnek. Ezért a
portalon megjelend anyagainkat harom érdeklodési komek megfelelgen Fiatalok, Felndttek és
Profik kategaridba osztottuk. Egy-egy anyag tobb kategriaba is tartozhat. Aoz, hogy az

érdekiodésének megfeleld stilusi és tartalmd anyagokat ldssa, kérjik, valasszon a harom
portal and blog kategéria kozall

FIATALOKNAK FELNOTTEKNEK PROFIKNAK

== Digitalis ujjlenyomat a
o hny

ID!}MI]B[:\WI )eben - kivancsi

e e == lennél a sajatodra is?
adatviszatanisi 5 2012.04.03. 10:45:36

Lokl o - Szteganografia a
= =
Szenzoroual figyeiné T o 2011.09.22. 05:36:45

2 Google a telefonck. Digitalis ujjlenyomat a weben - kivancsi & - -
temyezetit bt co = i =
samne lennél a sajatodra is? ”’e',‘e';;‘:f,,‘,',{‘,’;s”
E E2012.04.03 személyazonositasrél
tpvitercom (51 2011.02.11. 11:18:55

fpet_portal

r ™
A Nemzetkozi PET . -
57 2010.11.09. 10:35:36

General settings l Cloak settings ‘ Firefox privacy settingsl

["] Random mode

Manual mode properties

Screen resolution:  1280x800

Resolution?

Platform: Win32

Language code:  en

1 8 Time zone: A

Browser strings

1 280X8OO User agent string:  Mozilla/5.0 (Windows NT 6.1; n:6.0) Gecko/

Accept language:  en-us

Version info: 5.0 (Windows)

© GULYAS, Gabor Gyorgy,
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= }\ FireGloves (2)

» Proof-of-concept application
Modifies the content on-the-fly
https://addons.mozilla.org/en-US/firefox/addon/firegloves/

FireGloves 1.2 g L
- 18 user reviews
by Karoly Boda
1,520 users

A Firefox plugin to impede fingerprinting-based tracking while maintaining browsing
experience.

12 000+ downloads, cc. 1500 users currently
Feedback on a weekly basis

» BlueCava fails against is it:

first load 2F3D-3810-9863-D286-7989-BR4B4-01F2-65RD
reload #1 7TE16-E44E-9101-258A-6596-9A2D-B50C-9FB5
reload #2 8D6F-4A0E-2FBF-2B85-5322-8673-D68A-478D

© GULYAS, Gabor Gyérgy,
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DEMO SECTION
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- k Cross-browser fingerprinting test 2.0

Eqgy részleges ,ujjlenyomat” is

Bongeszofiiggetlen i, ooy
ujjlenyomat teszt 2.0

Ujjlenyomat teszt Cikkek Kapcsolat

Ismerje meg ujjlenyomatat!

Kattintson az alabbi gombra, hogy megismerje ujjlenyomatat!
Prébalja ki a tesztet kiilonb6z6 bongészékben, és nézze meg, hogy ugyanazt az ujjlenyomatot kapja-e!

Ujjlenyomat teszt inditasa!

e Amennyiben a teszt inditasa utan az allapotjelzé csik percekig megall egy helyben (nem fut le a teszt), kérjuk, kaldjon
hibajelentést!
Hibajelentés kuldése
e Hogyha szeretné eltavolitani a teszt kdzben beallitott evercookie bejegyzéseket, az alabbi gombra kattintva megteheti.
Evercookie eltavolitasa

Mi az az ujjlenyomat, és miért van erre a kiserletre sziikseg?

A web bongészése soran a legtobb honlap érdeke, hogy a latogatdi viselkedését megfigyelje, elemezze, hogy ezaltal jobb
Uzleti eredményt érhessen el. Bdvebben »

© GULYAS, Gabor Gyérgy,
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= }\ Cross-browser fingerprinting test 2.0 (2)

- } Eredmények % ’
Bong |
ujj I € “ Eredmények Részletek {

Ismel

Felhasznaloneve

Megadott felhasznalonév: szakdolgozat

Felhasznalonév ezzel az ujjlenyomattal: szakdolgozat
Kattints
Prébalj Generalt azonosito

€81c6258405fc74b6315995b5b886209

Az On rendszer jellemzdi

L

Az egyszerlibb 6sszehasonlitasképp az azonositja alapjan a rendszeréhez rendeltink datum,

1. Sc idd, szin és egy€b értékeket. Ezt konnyen 6ssze tudja hasonlitani mas bongészdkben elért
2. Alt eredménnyel, hogy igy ellendrizze, hogy a tesztunk valéban jol azonositja-e az On rendszerét.
3. Te . S . . o . Titkos
4. Te Datum és idépont Szin Gyumolcs Keresztnév Ital Varos és orszag K6d
= 5 2003.08.17 West Midlands, United
6. Ad 08:20:48 * Kumquat Stan coffee Kingdorﬁ 34533
7. SiK
e An Elemzés eredménye kaldjon
hib
1 Ismert felhasznald, azonos bongészdvel.

© GULYAS, Gabor Gyérgy,
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2 }\ Cross-browser fingerprinting test 2.0 (3)

‘ Eredmények 3 ‘
t Eredmények J Részletek ’
N\/el'v'i
bedlitasok  MUHU
Isme Operacios  \indows
rendszer
Kattints( : 5
N Keépernyo 1600x900
Prébaljq felbontas
Id6zona -120
gtsr?r:g‘\ge”t Mozilla/5.0 (Windows NT 6.1; WOW64; rv:12.0) Gecko/20100101 Firefox/12.0
HTTP Accept  gzip, deflate hu-hu,hu;q=0.8,en-us;g=0.5,en;g=0.3
1 s Telepitett Silverlight: 5.1.10411.0, VLC: none, Java: none, Shockwave: none, QuickTime: 7.7.0.0,
- ,C P Flash: 11.2.202.235, AdobeReader: 10.1.3.23, WindowsMediaPlayer: 12.0.7601.17514,
2. Alt pluginok S
javainfo: ---1--
3. Te
4. Te Adobe Anabic, Adobe Caslon Pro, Adobe Fan Heiti Std, Adobe Fangsong Std, Adobe Garamond Pro, Adoba Gothic
5. Fel Std, Adobe Hebrew, Adobe Heiti Std, Adobe Kaiti Std, Adobe Ming Std, Adobe Myungjo Std, Adobe Song
6. Ad
7 S]k Std, Agency fE, Aharoni, ALGERIAN, Andalus, Angzam New, Ang:amaUPC, Aparajita, Arsbic Typesewing, Arnial Unicode MS,
! Baszkerville Old Face, Batang, BatangChe, Bauhaus 93, Bell MT, Berlin Sans FB, B, Elckedeer 37,
e AN Blackkomalx Std, Bodoni MT, Book Antiqua, Bookman Old Style, Bookshelf kaldjon
hib Symbol 7, Biradley Havd ITC, Broadway, browalis New, BrowalisUPC, fusk seuipt wt, Brusk Sevipr Sed, Calibri,
H Californian FB, Calisto MT, Cambria, Cambria Math, Candara, CASTELLAR, Centzur, Century, Century
T Adlhian Candisswes Qahanlhasl AL 1. ALIIDTCXAIIACANTT OTT i ' . LLruwin Chma lAC

© GULYAS, Gabor Gyérgy,
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5}\ FireGloves 1.2.3

General settings | Cloak settings | Firefox privacy settings|

S

,

[7] Random mode

Manual mode properties

Screen resolution:  1280x800

Platform:  Win32

Language code:  en

Time zone:

Browser strings

User agent string:

Accept language:  en-us

5.0 (Windows)

Version info:

Collections

Disable Plugin and mimeType lists 7

Fonts
Use Document Fonts 7

Limit fonts pertab 7

Number of allowed fonts per tab:
Limit offset value queries 7
Allowed offset value queries:

Fake offset timeout (in milliseconds):

Mozilla/5.0 (Windows NT 6.1; nv:6.0) Gecko/

Surviellance on the Web

< Privacy and
cloaking settings

FireGloves
dropdown menu =2

User agent: 17

HTML manipulation:

Platform: 6

Plugins: 14

Offset values:

Timezone: 1

Font family: 233

Language: 1

Version info: 1

Screen resolution: 2

1) 'QuicksandBoldRegular'
2) 'QuicksandBookRegular'
3) Arial, Helvetica, Sanserif

Font cache:

P A B- V-

Show tab stats
Clear cookies
Clear font list

Open preferences

m

é

Statistics
on what is
prevented

4) "museo-sans-1","museo-sans-2", arial, helvetica

5) "museo-sans-1"




Save as HTM
Email Privacy Status: e
communication surveillance in countries through which email was routed
(based on routing path simulation)
From: e.a.carroli@stirac.uk To: Christel. Backman@sociology.gu.se
D = <4

N C{ y
\|m= w
N
y

-G%
T 2

. Respected1 § H
|

[ ]Partial Interference Q¥ 13 ; Data Refention: YES
: ACT C /2003 on Electronic

. Not respected i Communications, as amended (2008)

Warrantless Interception: NO

IR AGGFESSI ISR | Ac! XXV of 1995 on te Natona

- + Security Services, Art. 56(d). See
Not available } also Act XXXIV of 1994 on the Police

139.153.13.210 United Kingdom h .......................... H
139.153.13.111 United Kingdom
139.153.13.117 United Kingdom
88.151.101.251 Hungary
88.151.96.218 Hungary

81.183.2.165 Hungary
81.183.0.147 Hungary
81.183.24 Hungary
84.1.82.250 Hungary
84.1.82.250 Hungary

Email Path Visualization Project

192.168.1.1
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Questions?

THANK YOU FOR YOUR ATTENTION!

BME

AN

GULYAS, Géabor Gyérgy
Department of _
Telecommunications Assistant research fellow

Dept. of Telecommunications (BUTE)
gulyasg@hit.ome.hu
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