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Re-identification using the structure 

Anonimized graph, Gtar 
(anonimized export, e.g., Twitter) 

Republican 

Auxiliary information, Gsrc 
(a public crawl, e.g., Flickr) 

Democratic 
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Re-identification using the structure (2) 

Anonimized graph, Gtar 
(anonimized export, e.g., Twitter) 

Auxiliary information, Gsrc 
(a public crawl, e.g., Flickr) 

Global match 

Relative match (local reid.) 

1.  Init = seeding (global) 
2.  Iterate = propagation (local) 



•  Large social networks 
–  Background 

knowledge: 
Flickr 
(3,3m ns, 53m es) 

–  Anonymous data: 
Twitter 
(224k ns, 8,5m es) 
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Narayanan&Shmatikov results (Nar09) 

58% 
12% 

30% 

% of nodes 

N/A 
False 
Correct 

Ground truth of 27k nodes 
(verified by name/user/loc.) 

• De-anonymization attacks 
• Linking attacks 

• Re-identification of location data  
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Motivation for Bumblebee 

NarSim vi,vj( ) = #mutual_nbrs
deg vj( ) BlbSim vi,vj( ) = #mutual_nbrs ⋅ min
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Parameters of the attack – δ  

BlbSim vi,vj( ) = #mutual_nbrs ⋅ min
deg vi( )
deg vj( )

,
deg vj( )
deg vi( )
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Visual playground: https://gulyas.info/snda 
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Parameters of the attack (2) – Θ  

Θ∈[0, 4]  

Θ∈[0, 9]  

Visual playground: https://gulyas.info/snda 
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Seeding sensitvity 

Visual playground: https://gulyas.info/snda 
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Robustness to noise 

Visual playground: https://gulyas.info/snda 
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Comparison with other attacks 
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Comparison with other attacks (2) 
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Comparison with other attacks (3) 

F1= 2 ⋅ Precision ⋅Recall
Precision+Recall

F1
-s

co
re

s 

Enron (36k) Facebook (63k) 



Conclusion 

•  We proposed a new attack based on a new scoring scheme, 
and showed its superiority to all existing attacks. 

•  Visual playground & Python code: 
https://gulyas.info/snda 

•  Seriously interested? Try out SALab, our framework for 
social network de-anonymization: 

https://github.com/gaborgulyas/salab 
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Thank you for your attention! 

ANY QUESTIONS? 


